The Employer as Big Brother

Are Text Messages and Emails Private?

by Maureen S. Binetti

In this electronic age, employers often provide their employees with computers,

cell phones and other electronic devices to aid the employee and employer in

efficiently performing their work. Does the employee have a reasonable

expectation of privacy regarding the content of emails and text messages routed

through service providers, for example that an employer may not attempt to

obtain them from the provider, absent consent of the employee?

he Ninth Circuit recently answered that ques-

tion in favor of a public employee in Quon v.

Arch Wireless Operating Co., et al.' In Quon, the

court found the provider of wireless text mes-

saging services, defendant Arch Wireless, vio-

lated the Stored Communications Act (SCA),?
and that the city of Ontario, California, the public employer of
one of the plaintiffs, violated the plaintiffs’ Fourth Amendments
rights to be free from unreasonable search and seizure pursuant
to 42 U.S.C. Section 1983’ and the California Constitution.

In Quon, a SWAT team member for the Ontario Police
Department (OPD) sued his employer and his wireless pager
carrier, Arch Wireless, after the carrier released private records of
his text messages from his pager to his employer. The recipients
of his text messages (his wife, a fellow SWAT sergeant, and
another person) were also plaintiffs. The SWAT team members
had been issued pagers because they were required to be on call
24 hours a day, seven days a week, and were not paid for stand-
ing by. The pagers were not regulated, and the SWAT members’
text messages themselves were not reviewed. Because the city
was charged for all characters in excess of 25,000 per month,
the total number of characters produced and message content
were reviewed to determine whether the overage was work-
related. However, as long as the troopers stayed within their
25,000-character limit, there was no review.
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Sergeant Quon frequently went over the 25,000 character
limit. However, Lieutenant Duke, the officer in charge of the
pagers for the OPD, told him that as long as he paid the over-
age charges, the content would not be examined. Sergeant
Quon went over the limit three or four times, by substantial
margins, but always paid the overages, without incident.
When he once again went over the limit, a frustrated Lieu-
tenant Duke complained of having to collect overage charges.
The chief of the department then ordered Lieutenant Duke to
ascertain why Sergeant Quon and others were going over the
allowance limit, even though overages had not, up until that
point, cost the department any money, since Sergeant Quon
and the others always paid the overage charges.

There was a dispute over whether the reason for the result-
ant search was to investigate Sergeant Quon and other
employees’ usage to determine if they were using the service
excessively for personal reasons, or simply to determine if the
25,000 limit should be raised, in order to not charge the offi-
cers with overages for work-related text messages.

There was no dispute that the employer was interested in
the content of the messages, at least in order to determine if
they were work-related or personal communications. The
employer asked for and acquired from Arch Wireless, the serv-
ice provider for the pagers, transcripts of Sergeant Quon’s text
messages. It found that Sergeant Quon’s messages often were

WWW.NJSBA.COM



personal communications to his wife,
one of his fellow officers, and another
person. The communications some-
times were sexually explicit.

Sergeant Quon and the recipients of
his messages sued for violations of the
SCA and the Fourth Amendment’s pro-
hibition against unreasonable search
and seizure. The district court found
that the Stored Communications Act
did not apply, because Arch Wireless'’s
pager and text-messaging services were
remote computing services (RCS), not
electronic communications services
(ECS). This distinction is significant, as
the SCA distinguishes between the per-
sons/entities that are permitted to
obtain such information from the serv-
ice providers, depending upon the char-
acterization of the providers.

The Ninth Circuit reversed the dis-
trict court on this issue, holding that it
erred in determining that Arch Wireless
was an RCS, not an ECS. In so holding,
the court first noted the purpose of the
SCA:

The SCA was enacted because the
advent of the Internet presented a
host of potential privacy breaches that
the Fourth Amendment does not
address. See Orin S. Kerr, A User's
Guide to the Stored Communications
Act and a Legislator’s Guide to Amend-
ing It, 72 Geo. Wash. L. Rev. 1208,
1209-13 (2004). Generally, the SCA pre-
vents “providers” of communication
services from divulging private com-
munications to certain entities and/or
individuals. Id. at 1213.

Section 2702 of the SCA governs lia-
bility for both ECS and RCS providers.’
The nature of the services provided
determines whether a provider such as
Arch Wireless is an ECS or an RCS. Arch
Wireless provided the employer in Quon
with a service that allowed communica-
tion between two pagers—text messag-
ing over radio frequencies.
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Both an ECS and an RCS can release
private information to, or with the law-
ful consent of, “an addressee or intend-
ed recipient of such communication,”®
but only an RCS can release such infor-
mation “with the lawful consent of...the
subscriber.”” In Quon, it was undisputed
that the employer was a “subscriber,”
but was not an “addressee or intended
recipient” of the released messages.*

Thus, the characterization of the
service provided by Arch Wireless was
critical to its liability. If, as the district
court found, it was an RCS, it had no lia-
bility; if it was an ECS, liability was
established as a matter of law.’

The Ninth Circuit held that although
Arch Wireless’s service involved some
“computer storage or processing servic-
es” by electronic means (the definition
of an RCS), the definition of an ECS
clearly described the text-messaging
pager services it provides: “any service
which provides to users thereof the abil-
ity to send or receive wire or electronic
communications.”’ Neither its tempo-
rary storage, incidental to such commu-
nications, nor its storage for backup pro-
tection, altered its essential character as
an ECS."

As there was no dispute that Arch
Wireless “knowingly” provided text-
transcripts to the

the Ninth Circuit
entered judgment in the plaintiffs’ favor

messaging
city/employer,

on this claim as a matter of law."

The court then turned to the claims
against the employer under the Fourth
Amendment. It applied the two-prong
test well-established by the Supreme
Court in O’Connor v. Ortega.”® The first
prong is that the employee must have a
reasonable expectation of privacy. The
district court determined that Sergeant
Quon had such an expectation, since
the pager effectively was his private
property and there was no practical sys-
tem for regulating his text usage before
that property was accessed without his
consent.

Regarding the second prong—that
the search itself was unreasonable—the
lower court concluded that a trial was
necessary, as an issue of material fact
existed regarding whether the search’s
purpose was for determining if the over-
ages were caused by work-related mes-
and thus the limit had to be
increased, or whether the search was

sages,

investigatory in nature. The district
court held that if the jury found the
search to be the latter (investigatory), it
was unreasonable, but if it was for the
former (administrative purposes), it
would be reasonable, and thus the claim
would fail. The jury found that the pur-
pose of the search was to determine the
proper character limit for its officers
(administrative), and thus the court
entered judgment for the defendants.™
The Ninth Circuit reviewed and con-
firmed the lower court’s finding that
Sergeant Quon and his associates had a
reasonable expectation of privacy. Sig-
nificantly, the employer had a very clear
computer usage, Internet and email pol-
icy that warned employees they “should
have no expectation of privacy or confi-
dentiality when using these resources.”'
Moreover, Sergeant Quon attended a
meeting in which it was made clear that
the policy applied to use of the pagers.'
The court noted that if that were all,
the cases holding that there is no rea-
sonable expectation of privacy in elec-
tronic communications where the
employer has a policy warning employ-
ees of this consequence would be dis-
positive, and the plaintiffs’ claims
would fail.” However, despite the offi-
cial policy of the defendant employer in
Quon, Lieutenant Duke, the point per-
son for the policy in question, had made
it clear that he would not audit the
employees’ pagers as long as the over-
ages were paid. Indeed, the department
did not audit the pagers for the eight
months they had been in use, and Ser-
geant Quon himself had exceeded the
25,000 character limit three or four
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times before, and paid for the overages
each time, without anyone reviewing
the text messages."

The court held that because Sergeant
Quon abided by these rules, he had a
reasonable expectation of privacy.”
Since Sergeant Quon’s associates had a
reasonable expectation that Sergeant
Quon’s employer would not surrepti-
tiously review their messages, absent
proper consent, they too had a reason-
able expectation of privacy as a matter
of law.*

With respect to the second element
of the test, the court disagreed with the
lower court’s holding that there was an
issue of material fact regarding whether
the search was reasonable, based upon
the intent of the searchers. The Ninth
Circuit found the search was unreason-
able as a matter of law, and thus granted
summary judgment to the plaintiffs on
their Fourth Amendment claims.” The
court found that assuming, as the jury
found, the search was for non-investi-
gatory purposes, it was unnecessary to
achieve the stated non-investigatory
goals of determining whether the text
character limits were being overrun con-
sistently because of work-related or per-
sonal messages. The court found that
less intrusive means could have been
used to garner the information easily,
and that the failure to do so was patent-
ly unreasonable, and thus inconsistent
with the Fourth Amendment.*

The city requested a rehearing en
banc, which was denied earlier this
year.” While orders denying rehearings
en banc are usually pro forma, this one
clearly was more controversial, as two
opinions were issued in connection
with it. A dissent, in which seven judges
joined, argued that the panel’s decision
should be overturned by the entire court
because it contradicted O’Connor v. Orte-
ga* and other Supreme Court prece-
dents. Judge Sandra Segal Ikuta’s dissent
argued that the decision amounted to a
“less intrusive means test,” whereby an
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employer or government official is pre-
cluded from any search where a less
intrusive means is available, and that
this approach has been rejected explicit-
ly by the Supreme Court.”

A concurrence on the denial of a
rehearing en banc (essentially a reaffir-
mation of the first opinion) argued
against the dissent, stating that such a
test was never applied by the panel in
the first decision. Instead, the finding
was that the search itself was excessive-
ly broad and intrusive, given its non-
investigatory purpose. Weighing the
governmental interest against the indi-
viduals’ privacy interests, the concur-
rence argued that the panel properly
held that the extremely intrusive nature
of the search, where there were many
less intrusive ways to easily accomplish
the same ends, given the totality of the
circumstances, constituted an unreason-
able search and seizure. The panel, the
concurrence stated, rendered a decision
consistent with O’Connor.

The O’Connor decision itself, upon
which both sides of this case relied, is a
core Supreme Court decision on the
Fourth Amendment from 1987. Often
cited as limiting Fourth Amendment lit-
igants’ rights, the decision, based upon
a plurality, held that while public
employees’ expectations of privacy can
exist, when a search or seizure is per-
formed in the workplace by a supervisor
rather than a law enforcement official,
some expectations of privacy may be
unreasonable. Moreover, given the vari-
ety of work environments in the public
sector, this question must be addressed
on a case-by-case basis.”

In O’Connor, a physician who was an
employee of a state hospital brought
suit under Section 1983, alleging that a
search of his office, including seizure of
items from his desk and file cabinets,
the
Although finding that the employee

violated Fourth Amendment.

had a reasonable expectation of privacy
in his office, desk, and filing cabinet,

the Court held that summary judgment
for the employee on liability for the
search was improper, as the issue of the
reasonableness of the search under the
circumstances was a fact issue.”

The interpretation of O’Connor in
Quon focused on the reasonableness
issue, but determined as a matter of law
that the search was unreasonable.” The
the
Supreme Court’s opinion in Smith v.

court similarly distinguished
Maryland,® the “pen register” case, and
other similar cases holding that the
“search of identifying information
(phone numbers dialed in Smith, outside
of envelopes in United States v. Hernan-
dez”' is not violative of the Fourth
Amendment. Noting it had held that “e-
mail users have no expectation of priva-
cy in the to/from addresses of their mes-
sages...because they should know that
this information is provided to and used
by Internet service providers for the spe-
cific purpose of directing the routing of
information,”** the court stated that
these email addresses, like envelopes
containing letters, involve the “address
and size of the package,” which do not
deserve Fourth Amendment protection;
however, the contents do deserve that
protection.*

Like the maker of a telephone call
who has a reasonable expectation of pri-
vacy in his or her conversation (but not
the number called), the Quon court con-
cluded text messages on a cell phone,
information stored on computers, and
Quon’s wireless text messages involved
content, and were protected.*

Thus, the Quon court’s holdings are
seen as a victory for the privacy rights of
employees; however, several serious cau-
tions must be given. First, the case
involved a public employer, thus Fourth
Amendment rights not present in the pri-
vate employment context were invoked.
However, particularly in a state such as
New Jersey, which affords generous pri-
vacy protections, the arguments accepted
in Quon may very well be utilized.*
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It should be further noted that Quon
rested upon potentially unique facts.
What normally would satisfy an argu-
ment that an employee had a reason-
able expectation of privacy in using
electronic equipment belonging to the
employer—a clear, unambiguous warn-
ing in a policy distributed to all employ-
ees that no such privacy expectation
may be had—was defeated by a contrary
course of conduct that obviated that
policy. Thus, a clear policy that is not
contradicted by practice should protect
employers (although not necessarily
service providers under the SCA).

Finally, the court’s factual determina-
tion, as a matter of law, that the search
was unreasonable as there were less
intrusive means available to make the
desired determination of work-related
or personal use, as criticized in the dis-
sent on the rehearing en banc decision,*
is subject to attack. Indeed, a writ of cer-
tiorari to the Supreme Court was filed on
April 27, 2009.

Thus, it may be argued that the law
in this area remains unsettled, particu-
larly regarding private employers, on
the privacy issue. However, service
providers should be wary of providing
such information, given the strictures of
the SCA, as interpreted by Quon to apply
to text (and email) messages. &2
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